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To pro gram IP Mo du le FC500IP sup plied with this ma nual, ex clu si vely use
the Fi reC lass500 Con so le equip ment ver sion 1.1 or a hi gher ver sion.
BENTEL SECURITY does not ac cept any re spon si bi lity if the Con trol pa nel 
is han dled by una ut ho ri zed per son nel.
The in stal la tion of IP Mo du le FC500IP sho uld be done in a sta te of the art
mode, ac cor ding to exi sting stan dards.
IP Module FC500IP complies with the regquirements of standards EN54-2,
EN54-4 and EN54-21.

The con tents of this ma nual may be sub ject to chan ges wit ho ut any for mer
war ning and does not re pre sent any com mit ment on the part of BENTEL
SECURITY srl.
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Over view
The FC500IP is an IP Mo du le which is used to con nect con trol units in the FC500
ran ge to a LAN.
The IP Mo du le may be con nec ted to a LAN using a pri va te IP ad dress or a DHCP ad -
dress.
The same pro ce du res may be per for med using the Fi reC lass500 con so le ap pli ca -
tion, eit her thro ugh the se rial port or the net work. With a pu blic IP ad dress, it is also
pos si ble to ma na ge and mo ni tor the con trol unit form anywhe re in the world, as long
as you have ac cess to the Inter net.

+ Only one PC may be con nec ted to the con trol unit at a time, via LAN or WAN. Any 
at tempt to con nect anot her PC to the same con trol unit will fail.

Com po nent iden ti fi ca tion
Thro u gho ut the in struc tion ma nual, num bers in bold re fer to the com po nents iden ti -
fied in Fi gu re 1 (this can be fo und at the end of the in struc tion ma nual). The se com -
po nents are de scri bed in the fol lo wing ta ble:

P. Description
1 Ter mi nal block for con nec tions
2 Con nec tor for con trol unit mot her bo ard con nec tion
3 Mi cro pro ces sor 
4 Con nec tion spe ed in di ca tor light (S): off = 10 Mbps; on = 100 Mbps
5 Con nec tor for LAN con nec tion 
6 YELLOW in di ca tor light for LAN traf fic sta tus
7 GREEN in di ca tor light for LAN de tec tion 
8 IP Mo du le sta tus in di ca tor light (L)
9 Fi xing brac kets 

10 IP Mo du le po wer supply ca bles 
11 PC-Link ca ble 
12 IP Mo du le 
13 Con trol unit mot her bo ard 
14 RS-232 se rial port 
15 IP Mo du le screw an chor ho les 
16 Con trol unit base
17 Se cu re con nec tor 

De scrip tion of the in di ca tor lights
The IP Mo du le is equip ped with the fol lo wing in di ca tor lights:

YELLOW light (6) This in di ca tor light is lo ca ted on the LAN con nec tor (5) and pro -
vi des a si gnal when traf fic is de tec ted bet we en the IP Mo du le and the LAN.

GREEN light (7) This in di ca tor light is lo ca ted on the LAN con nec tor (5) and pro vi -
des a si gnal when the LAN is de tec ted:

Ø lit = LAN de tec ted; off =Ø LAN not de tec ted.

S in di ca tor light (4) Di splays the LAN con nec tion spe ed:

Ø off = 10 Mbps;Ø lit = 100 Mbps.

L in di ca tor light (8) Di splays the events li sted in the ta ble be low.

Pr. Event Flashes Description
1 Low po wer 1 The IP Module power supply is too

low (under 9.5 V)      
2 LAN not de tec ted 2 There is no connection between the

IP Module and the hub or local
router 

3 Re mo te IP Mo du le
pro gram ming

10 The IP Module has been
programmed via the LAN 

4 De fa ult set tings 5 The IP Module is programmed
using default settings. Follow
the instructions provided in the
paragraph “Initial programming”
to end this event. 

If one of the events li sted in the abo ve ta ble oc curs, the L in di ca tor light fla shes a
num ber of ti mes to cor re spond with the va lue gi ven in the Fla shes co lumn, with an
in ter val of 1 se cond.
If se ve ral events oc cur si mul ta ne o usly, the L in di ca tor light will si gnal the event with

the gre a test prio rity (see Pr. co lumn in the abo ve ta ble).
The slow blin king (abo ut every 5 sec.) of L in di ca tor shows  the nor mal ope ra tion of
bo ard.

Instal la tion
The IP Mo du le sho uld be in stal led to the base of the con trol unit, as il lu stra ted in Fi -
gu re 1 (which can be fo und at the end of the in struc tion ma nual). Pro ce ed as fol lows:

! Be fo re in stal ling the IP Mo du le, cut the con trol unit off from its po wer
supply (it sho uld be di scon nec ted from the elec tri city ma ins and the bat te -
ries). If this is not pos si ble, do not con nect the IP Mo du le po wer supply un -
til the very end of the pro cess: con nect ter mi nal [M] first, fol lo wed by
ter mi nal [+V].

1. Open the con trol unit as de scri bed in the cor re spon ding set of in struc tions.
2. Fix the IP Mo du le to the base of the con trol unit using the screws sup plied, ma king 
sure it is cor rectly ali gned with the screw an chor ho les (15).
3. Con nect con nec tor 2 on the IP Mo du le to the se rial port on the con trol unit (14)
using the PC-Link ca ble sup plied (11).
4. Con nect con nec tor 5 to the LAN using an Ether net ca ble.

+ Use a ca te gory 5 (or bet ter) shiel ded Ether net ca ble (STP or FTP).

5. Whe re pre sent, con nect the [OC] ter mi nal to ter mi nal block 1.
6. Con nect ter mi nals [+V] and [M] on ter mi nal block 1 to the cor re spon ding ter mi nals
[12 V] and [M] on the con trol unit mot her bo ard (16).
7. Re con nect the con trol unit to the po wer supply.
8. Pro gram the IP Mo du le as de scri bed in the “Pro gram ming” pa ra graph.

Pro gram ming
Using the Fi reC lass500 Con so le ap pli ca tion.
This pa ra graph de scri bes the pa ra me ters cor re spon ding to the IP Mo du le. For fur -
ther in for ma tion re la ting to the in stal la tion and ope ra tion of the Fi reC lass500 Con so -
le ap pli ca tion, pro gram ming pro ce du res and any ot her pa ra me ters not de scri bed in
this pa ra graph, ple a se re fer to the con trol unit INSTRUCTION MANUAL.
The pa ra me ters cor re spon ding to the IP Mo du le may be se lec ted and pro gram med
via the IP Mo du le scre en as de scri bed be low.

n IP Mo du le scre en
The IP Mo du le scre en is used to pro gram the pa ra me ters cor re spon ding to the IP
Mo du le as de scri bed be low.
Re trie ve in for ma tion from ... This sec tion is used to set the pa ra me ters re qui red for 
com mu ni ca tion with the IP Mo du le.
Ø IP ad dress – Enter the IP ad dress as si gned to the IP Mo du le you wish to pro -

gram or, if DHCP (dyna mic IP ad dress) mode has been se lec ted, con tact the net -
work ad mi ni stra tor to re quest de ta ils of the IP ad dress as si gned to the IP Mo du le. 
Alter na ti vely, fol low the pro ce du re out li ned in the “View IP ad dress” pa ra graph to
view the IP ad dress on the con trol unit di splay.

The de fa ult set ting is 192.168.0.101.
Ø IP Mo du le port – Enter the de ta ils of the port as si gned to the IP Mo du le you wish

to pro gram (con tact the net work ad mi ni stra tor).
The de fa ult set ting is 3064.
Ø IP Mo du le code – Enter the ac cess code as si gned to the IP Mo du le you wish to

pro gram. The de fa ult set ting is 5555.
Ø Encryption key – Enter the encryption key as si gned to the IP Mo du le you wish

to pro gram.
The de fa ult set ting is 32 ze ros.

Pro ce du re The Pro ce du re sec tion se pa ra tes the but tons into gro ups in or der to
carry out cer ta in pro ce du res (de scri bed be low) for the con nec ted IP Mo du le (see
“Re trie ve in for ma tion from…”).

Uplo ad from IP Mo du le – Se lect this but ton to uplo ad the set tings pro gram -
med on the con nec ted IP Mo du le.

Send to IP Mo du le – Se lect this but ton to send the set tings from the scre en to 
the con nec ted IP Mo du le.

De fa ult set tings – Se lect this but ton to re sto re the de fa ult set tings of the con -
nec ted IP Mo du le.

Upda te fir mwa re – Se lect this but ton to up da te the fir mwa re for the con nec -
ted IP Mo du le.

IP ad dress This sec tion is used to set the pa ra me ters cor re spon ding to the IP ad -
dress.
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Ø DHCP – Se lect this op tion if you wish to use a dyna mic ad dress for the IP Mo du le
you are pro gram ming.

Ø Ma nual set tings – Se lect this op tion if you wish to as sign a sta tic IP ad dress to
the IP Mo du le you are pro gram ming, then set the fol lo wing pa ra me ters:

- IP ad dress: en ter the IP ad dress to be as si gned to the IP Mo du le; the net work ad -
mi ni stra tor will pro vi de you with this in for ma tion. The de fa ult set ting is
192.168.0.101.
- Sub net mask: this must be the same as the sub net mask for the lo cal net work; only 
one sub net mask is va lid for each lo cal net work. All no des on the same sub net will
use the same sub net mask; the net work ad mi ni stra tor will pro vi de you with this in for -
ma tion. The de fa ult set ting is 255.255.0.0.
- Ga te way IP ad dress: en ter the IP ad dress of the lo cal ga te way which may be used 
by the IP Mo du le to con nect to a PC out si de the LAN (WAN). The de fa ult set ting is
0.0.0.0.

Ge ne ral op tions This sec tion is used to se lect the ge ne ral op tions for the IP Mo du le.

Ø Encryption key – If it has been pro gram med, the IP Mo du le will use this key to
en co de and de co de the pac kets ex chan ged with the PC. The encryption key may 
in clu de bet we en 1 and 32 he xa de ci mal cha rac ters. To di sa ble encryption, en ter
0 (zero). If the encryption key does not cor re spond to that of the IP Mo du le, com -
mu ni ca tion bet we en the PC and the IP Mo du le will NOT be per mit ted.

The de fa ult set ting is 0 (encryption key not ena bled).
Ø IP Mo du le port – This is the port which sho uld be used to com mu ni ca te with the

IP Mo du le. The de fa ult set ting is 3064.
Ø Con trol unit port – This is the port which sho uld be used to com mu ni ca te with

the con trol unit. The de fa ult set ting is 3062.
Ø IP Mo du le code – This code sho uld be ap plied when the Fi reC lass 500 Con so le

is used to pro gram the IP Mo du le, eit her re mo tely or lo cally. The code sho uld
con sist of 4 he xa de ci mal di gits. The de fa ult set ting is 5555.

Ø Ti me o ut due to con nec tion with no traf fic – Enter the ma xi mum time pe riod
du ring which no data is tran smit ted be fo re the con nec tion is ter mi na ted.

The de fa ult set ting is 20 se conds.

Events mask This sec tion can be used to ena ble/di sa ble si gnals from the OC out -
put and the in di ca tor light L (8), for cer ta in events re co gni sed by the IP Mo du le: LAN
not de tec ted, Re mo te IP Mo du le pro gram ming, Lo cal IP Mo du le pro gram ming
(see pa ra graph “De scrip tion of the in di ca tor lights” for a de scrip tion of the se events).
A tick in di ca tes that the cor re spon ding event will be si gnal led! The LAN not de tec ted
event in di ca tion is ena bled by de fa ult.

Read-only op tions The va lu es in this sec tion can not be mo di fied. They di splay in -
for ma tion re la ting to the con nec ted IP Mo du le.

Ø MAC Address – Di splays the MAC ad dress of the IP Mo du le: the MAC ad dress is a
uni que iden ti fi ca tion num ber as si gned to every IP de vi ce thro u gho ut the world.

Ø Sof twa re ver sion – Di splays the ver sion of the pro gram run ning on the IP Mo du le.
Ø Boot ver sion – Di splays the boot ver sion.
Ø Cur rent IP ad dress – Di splays the IP ad dress as si gned to the IP Mo du le.

Ether net spe ed This sec tion is used to set the pa ra me ters cor re spon ding to the
Ether net in ter fa ce of the IP Mo du le: the Auto set ting is se lec ted by de fa ult.

Ø Auto – If this op tion is ena bled, the IP Mo du le will take the spe ed and du plex va -
lu es from the net work. If this op tion is di sa bled, the spe ed and du plex va lu es
must be set as de scri bed be low.

Ø Spe ed – If the Auto op tion is di sa bled, set the spe ed va lue as ap pro pria te: 10
Mbps or 100 Mbps.

Ø Du plex – If the Auto op tion is di sa bled, set the Data ex chan ge (Du plex) mode as
ap pro pria te: Half or Full.

Out put po la rity  This sec tion is used to set the ope ra ting mode of the OC out put
on the IP Mo du le.

Ø Open on bre ak down – The out let is su spen ded when a bre ak down oc curs (de -
fa ult set ting).

Ø Clo se on bre ak down – The out put is con nec ted to the ear thing system when a
bre ak down oc curs.

n Ini tial pro gram ming
To pro gram the IP Mo du le for the first time, a LAN con si sting of the IP Mo du le and
the PC must be cre a ted and an IP ad dress set for the lat ter, such as the de fa ult IP
Mo du le va lue (192.168.0.101). Pro ce ed as fol lows:
1. Di scon nect the net work ca ble from the PC., if pre sent.
2. Con nect the IP Mo du le to the PC using a net work ca ble.
3. Chan ge the IP ad dress of the PC to 192.168.0.XXX (see be low).
4. Start the Fi reC lass 500 Con so le ap pli ca tion.
5. Set the IP ad dress of the IP Mo du le to an ad dress which is va lid for the net work to which
it will be con nec ted.

6. Se lect the but ton  (Send to IP Mo du le): make sure that the IP Mo du le code
is 5555.
7. Re sto re the ori gi nal IP ad dress of the PC (see be low).
8. Re in stall the ori gi nal wi ring and con nect the FC500IP to the esta bli shed net work.

Chan ging the IP ad dress of the PC For Win dows 98 or la ter ver sions, pro ce ed
as fol lows:
1. Open the net work con nec tion pro per ties win dow.
2. Se lect the Inter net Pro to col (TCP/IP) tab.
3. Se lect the Pro per ties but ton: The Pro per ties – Inter net Pro to col (TCP/IP) win -
dow will be ope ned.
4. Ena ble the op tion “Use this IP ad dress”.
5. Enter the va lue 192.168.0.XXX in the IP ad dress box (with XXX ot her  than 101).
Once the IP Mo du le pro gram ming is com ple te, re sto re the IP ad dress of the PC
using the same pro ce du re.

n Re sto re de fa ult set tings
The de fa ult set tings may be re sto red as de scri bed be low.

+ When the de fa ult set tings are re sto red, it will NO LONGER be pos si ble to com mu ni -
ca te with the IP Mo du le and the con trol unit via the LAN; com mu ni ca tion will only be
pos si ble using the pro ce du re de scri bed in the pa ra graph “Ini tial pro gram ming

Via software Se lect the but ton  (De fa ult set tings) on the IP Mo du le scre en.

Via har dwa re Pro ce ed as fol lows:

1. Di scon nect the IP Mo du le from the po wer supply: di scon nect ter mi nal [+V] on ter -
mi nal block 1.
2. Di scon nect the PC-Link ca ble (11) from con nec tor 2.
3. Short-cir cu it the first two ter mi nals on con nec tor 2, mar ked with the symbol

.
4. Re sto re the IP Mo du le po wer supply (re con nect the [+V] ter mi nal on ter mi nal

block 1) whi le ke e ping the ter mi nals  on con nec tor 2 short-cir cu i ted, un til the S
in di ca tor light (4) be gins to flash.
5. Re con nect the PC-Link ca ble (11) to con nec tor 2.

View IP ad dress
The IP ad dress as si gned to the IP Mo du le may be vie wed on the con trol unit di splay. 
To do so, pro ce ed as fol lows:
1. Press F2 (Anal yze)
2. Press but ton 6 (Com mu nic.): the fir mwa re ver sion (FW ver) and IP ad dress
(ADDR) of the IP Mo du le will ap pe ar on the di splay (watch the line mar ked with I on
the di splay).

Tec hni cal fe a tu res

Po wer supply 13,8 ÷ 27,6 V_ 
Max. ab sor ption 250 mA
Re sting ab sor ption 50 mA
Ope ra ting tem pe ra tu re -5 ÷ +40 °C
Dimensions L*H) 93*65 mm

4 Modulo FC500IP

Re cy cling warn ing
BENTEL SE CU RITY ad vises its cli ents to dis pose of used de vices (con trol
pan els, de tec tors, sirens, elec tronic ac ces so ries, etc.) with full re spect
to wards the en vi ron ment. Methods which could be used includethe re-use of
parts or of whole prod ucts and the re cy cling of prod ucts, com po nents and/or
ma te ri als. For fur ther in for ma tion visit:
www.bentelsecurity.com/it/ambiente.htm

Waste Elec tri cal and Elec tronic Equip ment Di rec tive (RAEE – WEEE)

Within the Eu ro pean Un ion, this la bel in di cates that this prod uct
should NOT be dis posed of along with do mes tic re fuse. It should be placed
in a suit able bin from where it would be pos si ble to per form re cov ery and
re cy cling operations. For fur ther in for ma tion vi sit:
www.bentelsecurity.com/it/ambiente.htm

http://www.bentelsecurity.com/it/ambiente.htm
http://www.bentelsecurity.com/it/ambiente.htm


NOTES
This product uses the FreeRTOS.org real time kernel.
The FreeRTOS.org source code can be obtained by visiting
http://www.FreeRTOS.org

FreeRTOS LICENSING
"The FreeRTOS source code is licensed by the GNU General Public License
(GPL) with an exception. 
The full text of the GPL is available here:
http://www.freertos.org/license.txt.
The text of the exception is available on FreeRTOS official website:
http://www.FreeRTOS.org  – License and Warranty Page

The exceptions permits the source code of applications that use FreeRTOS
soley through the API published on this WEB site to remain closed source,
thus permitting the use of FreeRTOS in commercial applications without
necessitating that the whole application be open sourced. The exception
should only be used if you wish to combine FreeRTOS with a proprietary
product and you comply with the terms stated in the exception itself."

This product contains software which include the lightweight IP (lwIP)
networking stack that was originally written by Adam Dunkels of the
Swedish Institute of Computer Science but now is being actively developed
by a team of developers distributed world-wide, which has been
incorporated under the following license.

LwIP LICENSING:
"lwIP is licenced under the BSD licence:

Copyright (c) 2001-2004 Swedish Institute of Computer Science.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this 
list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. The name of the author may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE 
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE."
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Fi gu re 1 Parts De scrip tion and Instal la tion of Mo du le IP

P. Description
1 Ter mi nal block for con nec tions
2 Con nec tor for con trol unit mot her bo ard con nec tion
3 Mi cro pro ces sor 
4 Con nec tion spe ed in di ca tor light (S): off = 10 Mbps; on = 100 Mbps
5 Con nec tor for LAN con nec tion 
6 YELLOW in di ca tor light for LAN traf fic sta tus
7 GREEN in di ca tor light for LAN de tec tion 
8 IP Mo du le sta tus in di ca tor light (L)
9 Fi xing brac kets 

10 IP Mo du le po wer supply ca bles 
11 PC-Link ca ble 
12 IP Mo du le 
13 Con trol unit mot her bo ard 
14 RS-232 se rial port 
15 IP Mo du le screw an chor ho les 
16 Con trol unit base
17 Se cu re con nec tor 

http://www.FreeRTOS.org
http://www.freertos.org/license.txt.
http://www.FreeRTOS.org
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